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Why is Bitcoin so 
hard to change?



Internet Protocol Layers

IPv4 / IPv6 / etc…

TCP / UDP / etc…

HTTP / FTP / IMAP / SMTP / etc…

Applications



Bitcoin Protocol Layers

Consensus

P2P / Propagation / Relay

Off‐chain Protocols / APIs

Applications



Serialization & Hashes

Version Field 3Field 1 Field 2

Hash



Serialization & Hashes

Version Field 3Field 1 Field 2

Changed Hash

New Field



How can we 
extend structures?



Layer Separation:
Segregated Witness



Version LocktimeTxIns TxOuts

Hash

Transaction



Version LocktimeTxIns TxOuts

Changed Hash

New Field

Transaction



Version LocktimeTxIns TxOuts

Unchanged Hash

Transaction

Witness Data



Version LocktimeTxIns w/o scripts/sigs TxOuts

Witness Data

Consensus Layer

Version LocktimeTxIns w/o scripts/sigs TxOutsWitness Data

P2P Layer

Committed  Separately

Relayed Together



Application:
Fraud Proofs



SECURITY MODELS

• the Bobchain
• Full validation
• Nonvalidated SPV
• Partial validation / fraud proofs



S. Nakamoto, “Bitcoin: A Peer‐to‐Peer Electronic Cash System,”
https://bitcoin.org/bitcoin.pdf, 2008.
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Fraud Proofs

• Limits (size, op count)
• Conservation (inflation, fees)
• Existence (double‐spending, false minting)
• Crypto (hashes, signatures)



Fraud Proofs:
New Assumptions

• Strong relay censorship resistance
• Incentives for creating & propagating fraud 
proofs



Proofs & Validation

• Proof‐of‐work
• Hash Trees



Hash Trees
Root Hash

Node Hashes

Leaf HashesA B C D

H(B)H(A) H(C) H(D)

H(H(A), H(B)) H(H(C), H(D))

H(H(A), H(B)), H(H(C), H(D)))



Proofs & Validation

• Proof‐of‐work
• Hash Trees
• Back References



Back References

Blocks

Spends



Proofs & Validation

• Proof‐of‐work
• Hash Trees
• Back References
• Sum Trees



Sum Trees

3 2 75

8 9

17



SegWit TxIn Structure

Script Script Inputs / Signatures

Effect

Witness

Outpoint Block Hash  Block Offset 

Spend Value

Outpoint Hash Outpoint Index

Sequence



The Future…

• Feature addition soft forks
(tricky but has been done successfully)



Soft Fork Commitment Nesting



The Future…

• Feature addition soft forks
(tricky but has been done successfully)

• Optimization hard forks
(technically tricky, politically simple‐ish)



Hard Fork Commitment Cleanup

Old Commitments New Commitments



The Future…

• Feature addition soft forks
(tricky but has been done successfully)

• Optimization hard forks
(technically tricky, politically simple‐ish)

• Contentious hard forks
(VERY HARD…but probably necessary at 
some point)
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